UNDER THE COMPUTER HOOD USERS GROUP

The Installation, Care and Feeding of
a Mesh Router

Presentation to APCUG- 8/17/19
G. Skalka



In the Beginning. . .

A Computers were personal
I No connections (maybe a printer)

A Initial networking was diaup
I Bulletin boards, World Wide Web, Emall

A Ethernet brought faster internal and external connections
I Home networks, routers, switches, modems

A Wireless enabled mobility
I Cellular, WtFI, Bluetooth, Bluetooth LE, Zighee



What is Wi-FI?

A Wireless network connection through RF link

A Uses 2.4 GHz, 5 GHz, 60 GHz (new)
I ISM (industrial, scientific and medical) radio band

I Internationally reserved, unlicensed band
I Shared with cordless phones, Bluetooth, microwave ovens, garage di
openers, baby monitors
I Buildings, furnishings and other materials reflect and attenuate the
signal
A 300 ft in open air, 30 to 100 ft in buildings
AHigher frequencies are attenuated more



WIi-FI Standards

A |IEEE
T Wi-
i Wi-
i Wi-

A 802.11b/g/n can use 2.4 GHz

802.11 standards (a, b, g, h, |, n, ac, ax)
-1 4 or 802.11n 1s 72600 Mbit/s link rate
-1 5 0or 802.11ac is 433 Mbiti6.933 Ghit/s

-1 6 or 802.11ax i1s 600 Mbit/s9.608 Ghit/s

I 11 channels, 5 MHz wide (US)
I Channels must differ by 5 to not overlap
I 1,6 and 11 are only group of 3 rowerlapping

A 802.11a/h/j/n/ac/ax can use 5 GHz
| At least 23 noroverlapping 20 MHz channels



Wi-Fi Identification / Security

A SSID (Service Set Identifier)
I Serve as network names

A Encryption
I WEP (Wired Equivalent Privacy)
I WPA (WI-FI Protected Access)
I WPA2
I WPAS3 (new standard)
A VPN



Wi-FI Networks

A City-wide Wi-Fi

A Campuswide Wi-Fi

A Wi-Fi ad hoc (no access point)

A Wi-Fi Direct

A Tunneled Direct Link Setup (TDLS)
A Mesh



Wi-FI Devices- Hosts

A Wi-Fi routers

A Access points

A Wireless bridges

A Range extenders or repeaters



Wi-FI Devices- Users

A Wireless network interface
I Laptops
I Desktops
I Tablets
I Smart phones
I Printers

I Smart home devices (voice operated assistants, smart speakers,
cameras, thermostats, appliances, loT, fithess trackers, etc.



My First Wi -Fi

A Location of wireless router poor for coverage
A TP-Link wireless access pointlownstairs




Home Layout- WAP
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WIFI Analyzer - Android App

A By farproc
A In Google Play store

A Very useful
I Near real time
I Wi-Fi analysis 5 0| [ | arrvewzona
i Identify signals A
I Network interference
I Several screens
I Snapshots
I Free br5
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wWith WAP
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